New release - ACME
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ACME

HARICA’s ACME service is now available to both Enterprise Administrators and Standard
Users.

For Enterprise Administrators:

e Logintothe Enterprise Admin panel, navigate to ACME, and select Create.

ACME

ACME

e Choose the Organization under which you want to create the ACME endpoint -
Select the certificate validation level (OV or DV) - Enter a friendly name to identify
the endpoint, accept HARICA’s Terms and Conditions, and click Create.

Create ACME EAB Account X

o Choose Organization o Choose Certificate Type

Aristotle University of Thessalonik v SSL OV

o Add Friendly Name
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e After creation, assign the organization’s pre-onboarded domain names that the
endpointis allowed to issue certificates for.

Friendly Name Organization Created By Created At Status

test-2 Aristotle University of Thessaloniki 09/06/2025

Details Certificates Domains

Entity Name Aristotle University of Thessaloniki
Created At Monday, June 9, 2025

Created By

key Id

HMAC Key l

Server Url https:/acme-stg-v02.harica.gr/acme/l /directory
Certificate Type ssLov

Status
Notes

Tags

Options:
1. Allow All Domains — All onboarded domains are permitted.
2. Specify Domains - You may explicitly allow or deny issuance for particular
domains or subdomains.
Note: In case of conflicting rules, explicit denial takes precedence.

Details Certificates Domains
B o Allow All Domains
Available Domains Active Rules (Explicit denial takes precedence over allowance )
Domain Validity Domain Allowed Rule applies to Subdomains
4 auth.gr 18/10/2028 _
2 : © Inactive Rules
- + itauther 2

Domain Allowed Rule applies to Subdomains
auth.gr YES YES

Add New Rule

Domain:
auth.gr

Access Rule:
Deny @D Allow
Applies also to subdomains?
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Please note:

e You canremove any rule you've created at any time from the Active Rules
section.

e The Inactive Rules section simply displays the history of all previously
removed rules.



Example: Issuance for test.auth.gr is denied, while test1.test.auth.gr is allowed.

Add New Rule

Domain:

Access Rule:
Deny Allow

Applies also to subdomains?

Details Certificates

Allow All Domains

Available Domains
Domain

auth.gr

itauth.gr

Please note:

x

D

Domains

Active Rules (Explicit denial takes precedence over allowance )
Validity Domain Allowed Rule applies to Subdomains
18/10/2028 testauth.gr NO NO
23/04/2025 auth.gr YES YES

© Inactive Rules
Domain Allowed Rule applies to Subdomains

auth.gr YES YES

e Foronboarded domain names that do not have an active DCV completed
through the HARICA portal, an ACME challenge will be automatically
generated to perform DCV through the ACME protocol.

e Successfully completing DCV via ACME will not update the domain’s
validation status within the HARICA portal. This DCV is only applicable to
the specific certificate request through ACME.




For Standard Users:

Personal ACME, which is disabled by default, can be enabled through the Enterprise Admin
panel. Once enabled, users affiliated with the organization can request a personal ACME
endpoint via the ACME option on the left-side menu.
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e Personal endpoints currently issue DV certificates only, under all onboarded
organization domains.

e These endpoints require passing a Domain Control Validation (DCV) challenge
and do not benefit from pre-validated domains.

Organization Created By Created At Status

Hellenic Academic and Research Institutions Cert. Aut. 19/06/2025

Details Certificates Domains

Organization Hellenic Academic and Research Institutions Cert. Authority
Created At Thursday, June 19, 2025

Created By

Key ID

HMAC Key

Server URL

Certificate Type SSLDV

Status
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