Automated S/MIME Certificate Issuance

Enterprise Administrators can opt-in to allow their organization to issue IV+OV S/MIME
certificates without requiring users to upload identification documents or manually enter
their personal details (e.g., given name, surname).

These details will be automatically retrieved from the Identity Provider (IdP) via SAML.

This feature is available only for users who log in via SAML and whose organizations release
one of the following entitlements:

L urn:mace:terena.org:tcs:personal-user
L urn:mace:terena.org:tcs:smime-sv-autoissue
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Account Conversion to Academic Login

If you currently have a local account on our portal, you can link it to your academic
(SAML) account via the Profile settings. This will allow you to take advantage of the new
automated S/MIME feature.

Important:

To successfully convert your local account to an academic account, the primary email
address released by your IdP must exactly match the email address of your local
account.

For example:

o Match: username@university.edu (local) and username@university.edu (IdP)
o X Mismatch: username@domain.com (local) and username®@it.domain.com (IdP)

If the email addresses do not match, the conversion process will fail. We are actively
working on a solution to support email mismatches in the near future. Until then, affected
users will need to continue using their local accounts and will not be able to access the
automated S/MIME issuance feature.
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